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Concept: The client has requested something like the image below, with the
character as the inside data thief. This will be a silhouette of a man "the insider
threat". He's just a regular employee at first glance but we'll highlight the ways he
could remove your data, the motivations and the implications.

Careers in technology are growing two to three times faster than other fields
in the U.S.' That includes jobs in cyber security — an area of expertise that can lead to
a successful future. Is this field for you? Take a look at these essential atiributes below.

LOGICAL MIND, g v

FLEXIBLE THINKER 4 =R - OPEN EARS

You have an interest in - You're a great listener
solving problems and are also _ when family and

able to think imaginatively. e B .-~ friends need to talk.

EAGLE EYES ~
Nothing gets by you.

VERBAL SKILLS
You're good at T

explaining complicated
ideas fo others.

CALM

DISPOSITION

When other people are

worried, you're reassuring. 4
THIRTY-FIVE PERCENT
OF DATA BREACHES
AT COMPANIES ARE
CAUSED BY LOST
LAPTOPS AND
MOBILE DEVICES.?

HELPING HAND
You collaborate well
with others and are
comfortable working .
in small feams.

RESEARCH SHOWS THAT GADGET

FROM APRIL THROUGH ADDICTION

JUNE 2012, THE U.S. You're curious about

ACCOUNTED FOR 22.5% what's going on inside

OF GLOBAL HACKERS.? your smariphone, tablet
and other gizmos.

Headline: How to Recognize an Insider Threat

Insider threats come in a variety of forms from people you might not suspect. Here
are some of the key indicators that a theft is brewing.

Inside the silhouette:
What Drives a Data Thief?

e (Greed or financial need
e Revenge
e Problems at work or home



Ideology: trying helping a cause
Divided loyalty and allegiance
Thrills

Blackmail

Outside the silhouette

What Makes a Company a Sitting Duck?

Some organizations make stealing protected materials easy through:
Broad access privileges

Lax physical security onsite

The perception that consequences are minimal

Employees not informed adequately

Lack of training

Outside the silhouette

Findings from the “Privileged User Abuse and Insider Threat” Survey (source:
Security Newswire)

o 88% — we have difficulty identifying specific threats
e 69% - our security tools are inadequate
e 47% - malicious insiders will use social engineering to steal IDs.

What'’s at risk?

e 59% - general business information
49% - customer information
e 57% - background checks are lacking
e 40% —have dedicated budget for enabling technologies to reduce insider threat.

Outside the silhouette at bottom:
How to mitigate insider threats:

EDUCATE
PROTECT
SCREEN
MONITOR
REPORT
EQUIP
AUDIT

Source: *FBI Counterintelligence - Insider Threat webpage



What is the cost of an insider threat incident to your organization compared to the
price of establishing a threat mitigation program? Learn more at
www.insiderthreat@tanager.com
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